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This guide does not replace in any way the outstanding value of the CISSP Seminar and the fact that you must have been involved into the security field for at least a few years if you intend to take the CISSP exam.  This booklet simply intends to make your life easier and to provide you with a centralized resource for this particular domain of expertise.

WARNING:

As with any security related topic, this is a living document that will and must evolve as other people read it and technology evolves.  Please feel free to send me comments  or input to be added to this document.  Any comments,  typo correction,  etc… are most welcome and can be sent directly to:  chare@nortelnetworks.com 

This is NOT a Nortel Networks sponsored document, nor is it to be indented as a representation of Nortel Networks operating practices.

DISTRIBUTION AGREEMENT:

This document may be freely read, stored, reproduced, disseminated, translated or quoted by any means and on any medium provided the following conditions are met:

· Every reader or user of this document acknowledges that he his aware that no guarantee is given regarding its contents, on any account, and specifically concerning veracity, accuracy and fitness for any purpose.  Do not blame me if some of the exam questions are not covered or the correct answer is different from the content of this document.   Remember:  look for the most correct answer,  this document is based on the seminar content,  standards,  books,  and whereever possible the source of information will be mentioned.

· No modification is made other than cosmetic, change of representation format, translation, correction of obvious syntactic errors.
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· Redistributing this document to a third party requires simultaneous redistribution of this licence, without modification, and in particular without any further condition or restriction, expressed or implied, related or not to this redistribution. In particular, in case of inclusion in a database or collection, the owner or the manager of the database or the collection renounces any right related to this inclusion and concerning the possible uses of the document after extraction from the database or the collection, whether alone or in relation with other documents.

CBK  - Law, Investigation & Ethics

Description

The Law, Investigations, and Ethics domain addresses computer crime laws and regulations; the Investigative measures and techniques which can be used to determine if a crime has been committed and methods to gather evidence if it has; and the ethical constraints which provide a code of conduct for the security professional.

Expected Knowledge

The professional should fully understand:

· How to determine if a computer crime occurred

· What laws are applicable to computer crime

· Ways to gather and preserve evidence & investigate computer crimes 

· How the International Information Systems Security Certification consortium (ISC2) code of ethics applies to ITIIS professionals

The CISSP can meet the expectations defined above by understanding such Law, Investigations, and Ethics Topics and Methodologies as:

· Ethics

· (ISC)2 Code of Ethics

· RFC 1087 ‑ Internet Activity Board 'Ethics and the Internet' Investigations

· Investigations

· Evidence

· Types of Admissible Evidence

· Collection and Preservation of Evidence

· Incident Handling

· Investigation Processes

· Investigative Techniques

· Laws

· Licensing

· Intellectual Properties

· Import/Export

· Liability

· Transborder Data Flow

Examples of Knowledgeability

· Identify the Types and Categories of Computer Crimes

· Distinguish Between Breaches of Communications/Data Security & 

· Operations security

· Describe Some Leading Examples of Computer Crime

· Define and Distinguish Characteristics and Statistics on Computer Crime

· Define Basic Protections Against Computer Crime

· Compare and Contrast Common Law Systems (U.S.) and Civil Low Systems (Europe)

· Define Major Categories and Types of Laws

· Compare and Contrast Penalties of Criminal Law vs. Civil Low

· Distinguish Between Patent, Trademark, and Copyright

· Define Trade Secret

· Identify Information Security Related Laws

· Identify and Define Privacy Related Laws

· Compare and Contrast Differences in International Computer Crime Related Laws

· Define U.S. Federal Privacy Act of 1974

· Define U.S. Federal Comprehensive Crime Control Act of 1984

· Define the U.S. Medical Computer Crime Act of 1984

· Define the U.S. Computer Fraud and Abuse Act of 1986 (As Amended 1996)

· Define the National Infrastructure Protection Act of 1996 and it's Relationship to the Computer Fraud and Abuse Act of 1986

· Identify Acts Considered Felonies under 18 U.S.C. 1030

· Identify Mitigating Circumstances to the Above Felonies Which Limit them to Being Misdemeanors

· Define the term 'Federal Interest Computer'

· Describe Electronic Communications Privacy Act of 1986

· Define and Describe the Computer Security act of 1987

· Distinguish Between NIST, and NSAIDOD Controls

· Identify the one state that has not enacted Computer Crime Related Laws

· Identify and Define International Computer Crime Related Laws such as Canadian Criminal Code: Section 342.1, section 430 (1.1)‑section 326, the Copyright Act, Section 42, and Bill C‑17,1997

· Identify and Define European Union Computer Crime Related Laws such as Appendix to Recommendations No R. (95) 13

· Distinguish Between Common Legal Definition Differences between Countries

· Define Liabilities of Corporate Officers for Violations of Law, Violations of Due Care, and Violations of Privacy

· Define and describe the Foreign Corrupt Practices Act of 1977

· Define Characteristics of Due Care

· Define and Describe the Elements of Negligence in Performing Due Care

· Identify Patterns and Statistics of Computer Crime from Various Reputable Sources such as the CSI/FBI Computer Crime Survey

· Identify and Define Impacts of Computer Crime

· Define Hearsay Rule

· Define Witness Requirements

· Describe Evidence Life Cycle

· Define Steps in Conducting Computer Crime Definitions

· Identify When and How to Contact Law Enforcement of Suspected Computer Crimes

· Define Characteristics of "Admissible" Evidence

· Describe Methods of Ensuring Evidence Identification and Preservation

· Define Two (2) Types of Surveillance

· Define and Describe the Warrant Process in the U.&

· Compare and Contrast Enticement vs. Entrapment

· Define and Describe Search and Seizure Rules and Procedures

· Distinguish Between Ethical and Unethical Computer Related Practices

· Define Relevant Professional Codes of Ethics

· Identify Common Ethical Fallacies

· Define the Activities of the Internet Activities Board (IAB)

· Compare and Contrast Competitive Intelligence vs, Industrial Espionage
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Knowledge Areas

Identify the Types and Categories of Computer Crimes

(See [ICOV95] pages 5-16)

The major categories of computer crime are

Military and Intelligence Attacks

Computer criminals and intelligence agents are after sensitive military and law enforcement files containing military data and investigation reports.

Business Attacks

Businesses are reporting more and more information loss through competitive intelligence gathering and computer related attacks.  Apple believes that the Macintosh firmware and design has been stolen by computer criminals.

Financial Attacks

Banks and large corporations are often targeted to provide the hackers with the funds they need or want.  However, while banks provide one of the greatest targets, toll fraud is also a very large financial attack, often costing telephone companies millions of dollars.

Terrorist attacks

More and more terrorist groups are using online capabilities to assist in their bombing attacks.  In fact, some are moving more towards information terrorism than using physical destruction.

Grudge Attacks

These are targeted at individuals and companies who have done something that the attacker doesn't like.  It may be a disgruntled employee who causes damage through a logic bomb after they are fired.

"Fun" Attacks

These are attacks perpetrated by individuals who are not in it for the money, but for the "thrill" of being able to break into a computer and tell all of their friends.  While they may not do anything with the information they have access to, they are dangerous nonetheless.

Distinguish between Breaches of Communications/Data Security and Operations Security

Communications Security includes the protection of mail, fax, telephone and voice-mail communications, as well as the transmission of data from one computer to another across a network connection.  ([ICOV95], Page 24, and Chapter 8)

Communications Security breaches can then be defined from this statement, as any loss, disclosure or manipulation of information through voice, fax, or digital communications which is caused by an individual who has intent to use this information for unlawful purposes or to cause willful damage to one or more of the authorized recipients of the information.

Operations Security has two major components:

· ways to increase awareness among potential victims of possible computer crimes;

· ways to keep computer criminals from actually committing a computer crime.

([ICOV95], Page 24, and Chapter 9)

Criminals don’t need to have access to a computer to collect information.  Breaches of operational security include activities like choosing poor passwords, writing them down in an open space, disposing of classified or sensitive business or government material in the trash, or through social engineering.  Many of these activities can be corrected through awareness and good business practices.

Describe Some Leading Examples of Computer Crime

From [ISC991], Section 2 page 3 (with some expansion based on public records):

· Equity Funding

The Equity Funds Corporation is considered by some to be one of the first large computer crimes.  The management of the corporation used their computer to make false policies and other instruments to increase its value.  The auditors, who worked around the computer (checking transactions as they went into the computer and after they came out off the computer) rather than auditing transactions during processing in the computer missed the manipulations.  As a result of the fraud becoming know, serious questions were raised about why the auditors missed the evidence.  As a result, the field of EDP auditing was developed.
· 414 Gang

A teen-age group, for example, which called itself the 414 Gang, gained national attention by breaking into the computer databanks at Sloan-Kettering Cancer Center and the Los Alamos, New Mexico, military computers in 1982. 

· Kevin Mitnick

Likely the most notorious “cracker” of all time.  He mastered the art of social engineering, and used it extensively to get access to lost of stuff.  You can read extensively about his escapades at http://www.takedown.com 

· Cuckoo’s Egg

Cliff Stoll tracked down a German hacker through an amazing trail after a 75 cent accounting error turned up at Lawrence Livermore Labs.  (The book is out of print, but you may be able to find it at a library.)

· Chaos Computer Club

The Chaos Computer Club is a galactic community of human beings including all ages, genders, races and social positions. We demand unlimited freedom and flow of information without censorship.

For more than a decade, the Chaos Computer Club has been a voice for all the hackers in this world. Confronted with an exploding use of information technology we will broaden our efforts to address the issues of our time, which is more than just the Internet.

· International Economic Espionage

Here are some examples (brief) of situations where industrial espionage techniques, up to an including illegal or covert means, resulted in lost or misdirected technology:

· One foreign-government-controlled corporation targeted US proprietary business documents and information from US telecommunications competitors.

· Another foreign competitor acquired the technical specifications from a US automotive manufacturer.

· In violation of US export laws, a foreign company attempted to acquire a US company's restricted radar technology.

· Several US companies reported the targeting and acquisition of proprietary biotechnology information.

· One US company reported the foreign theft of its manufacturing technology regarding its microprocessors. 

See http://www.nacic.gov/fy96rpt.htm for more information.

· Information Warfare

Information Warfare is defined as “actions taken to achieve information superiority in support of national military strategy by affecting adversary information and information systems while leveraging and protecting our information and information systems”. (Defense Information Systems Agency)

· Internet Worm

This was written by Robert T. Morris Jr. as an exercise to demonstrate the state of security on the internet and how some simple attacks could be used to spread damage through the internet.  The program, while not causing damage to files or information per se, was a crime due to the fact that it interfered with the operation and availability of vario8us computer systems.

See Law and Disorder on the Electronic Frontier.  This is an online book written by Bruce Sterling.  You can see it at http://www.lysator.liu.se/(noearly,nopop)/etexts/hacker 

Define and Distinguish Characteristics and Statistics in Computer Crime

From [ISC991], Section 2, page 4, 

the statistics and extent of computer crime are largely “guesstimates”.  No one really knows the extent of computer crime because not all of it is found, and much of it isn’t reported.    Relatively few criminals are caught and punished, and because attacks consist of both high tech and low tech.  The legal system is still lagging behind the available technology in both the justice systems (laws) and the law enforcement agencies.  

The change of the perpetrator has also impacted the characteristics and statistics.  The high tech hackers build tools that less experienced and knowledgeable people can use to attack and break into systems.

Organizations often also lack the basic protection mechanisms to prevent a successful attack.  Inadequate information security safeguards, add-on rather than built-in protection and insufficient staff and resources all lead to problems preventing, detecting and reacting to an attack.

Define Basic Protections against Computer Crime

NOT FINISHED

Compare and Contrast Common Law and Civil Law Systems.

Common Law as found in the United States is:

(see  http://www.republic-of-texas.com/comlaw.htm  )

"Did you know the Anglo-American system (Our system) of jurisprudence is the only one which developed out of what is called the Common Law, that is, the general law of private property known in the British Isles? It is true - Common Law was designed through the centuries to secure the rights of individuals (you and me) to property and to make it difficult for property to be taken away from us by a government or governmental structure (bureaucracy) without due process of law. The Common Law was expounded over the years in hundreds of thousands of case decisions as a result of trials in which the Common Law jury acted as the Judges, and in which they exercised the authority to hear and decide questions of both Law and fact. Common Law deals with legal relationships, powers and liabilities, and types of actions rather than theoretical definitions of abstract legal concepts. The Common Law was recognized by Our Founding Fathers and is the basis of all law in America today."  (Incidentally, if you are in a court in the United States where the flag had a gold border, then the court is an Equity or Military court, and the Constitution of the United States doe not necessarily apply.)

Civil Law 

NOT FINISHED

Define Major Categories and Types of Laws

From [ISC991] Section 2, page 5—7;

· Criminal Law

Individual Conduct that violates the government laws that are enacted for the protection of the public.

· Civil Law

This is also known as tort law.  These are wrong doings against an individual or business that results in damage or loss.  There is no prison time in civil law, but financial restitution is used to compensate the victim.  Compensation typically consists of the actual damages to the victim in the form of

· Attorney/legal fees

· Lost profits

· Investigative costs

Compensation may also consist of punitive damages.  These are established by a jury, and are intended to punish an offender for their actions.  The law establishes statutory damages that are paid to the victim.

· Administrative Law

This is also known as regulatory law and establishes the standards of performance and conduct from government agencies to organizations.

Compare and Contrast Penalties of Criminal and Civil Law

See the previous question, but essentially, violations of criminal law results in prison time for the offender, while violations of civil law results in financial restitution paid by the offender to the victim.

Distinguish between Patent, Trademark and Copyright

( See [SCHE98], Chapter 5)

A Patent is an invention which has been sufficiently documented and explained as to allow the Federal Patent office of your country to verify it’s originality and to grant a patent.  This patent then limits the development and use of that design to the patent holder for some period of time.  The patent holder may then grant a license to others to the design information, typically for a fee.

A trademark is any distinguishing name, character, logo or other symbol that establishes an identity for a product, service or organization.  Trademarks can be registered, meaning they have been filed in the appropriate jurisdiction.  This prevents others from being able to use that trademark.  For example, consider the impact of the Kleenex trademark.  It is so powerful, that even the tissue isn’t Kleenex brand, we still refer to it as Kleenex.  A wealth of information on trademarks can be found at http://www.ggmark.com/welcome.html.

While a patent protects the process of how to build the product of the idea (the invention), a copyright allows an author to protect how the idea is expressed.  An author does not generally have to file for copyright protection, as the law states that the copyright comes into force as soon as the idea is expressed in a tangible form.  Many people will register their copyright through either a federal copyright registry, or by mailing themselves a copy of their work through registered mail.

Define Trade Secret

See [KRAU99], pages 467-468

A trade secret is proprietary information.  That is, information that is “used, made or marketed by one having the exclusive legal rights” (Webster’s collegiate Dictionary).  This means that the company has ownership rights to its exclusive use of the information. 

A trade secrete is specific proprietary information that meets specific criteria under the law.  To qualify as a trade secret then, the information must conform to all three of these requirements (according to U.S. law):

The information MUST be A genuine, but not absolute or exclusive, “SECRET”.  This means that an organization doesn’t need to enforce “ridiculous” security measures to protect that information, even though elements of the secret, and maybe the secret itself may become discoverable.  The owner may license the secret to others, and as long as reasonable operational and legal protections are in place, it remains a protected asset.

It must provide the owner competitive or economic advantages.  This means that the secret must have real business value to the owner.  If there is no real business value other than to protect it from the public, the information cannot be classified as a trade secret.

The owner must tae “reasonable” steps to protect that information.  However, there is no checklist of what “reasonable” might be.  The court will itself apply the issue of “reasonable” to the specific situation, and arrive at the conclusion.  It should be noted though, that many plaintiffs have lost their claim to trade secret status due to the lack of a specific safeguard.

Identify Information Security Related Laws

From [ISC991] Section 2, page 9:

· U. S. Federal Laws

· Comprehensive Crime Control Act of 1984

· Medical Computer Crime Act of 1984

· Computer Fraud and Abuse Act of 1986

· Computer Security Act of 1987

· Federal Sentencing Guidelines

· Economic Espionage Act of 1996

· National Infrastructure Protection Act of 1996

Identify and Define Privacy Related Laws

From [ISC991] Section 2, page 9:

· U. S. Federal Laws

· Privacy Act of 1974

· Electronic Communications Privacy Act of 1986

Compare and Contrast Differences in International Computer Crime Related Laws

From [ISC991], Section 2 page 9, there are some differences in laws from an international scope.    Nations typically have different views regarding the seriousness of computer crime., and how the interpret technology and crime issues.  This sometimes leads to problems like what is illegal in one country is not illegal in another.

In addition, evidence rules generally differ in various legal systems, which poses other problems in the evidence collection approach.  Added0 to this is the different technical capability of the various law enforcement units and things get more complicated.  Finally, some governments may not wish to cooperate and assist each other in international cases.  This means that the computer criminal may be “untouchable” by the country where the offence has occurred.

Define U.S. Federal Privacy Act of 1974

(see http://www.pheaa.com/slsc/privacy.htm )

(see http://uscode.house.gov/uscodecgi/fastweb.exe?getdoc+uscview+t05t08+27+9++%27Privacy%20Act%27 )

The second reference is the actual US Act.

This Act was amended in 1980.

As taken from the Act:

b) Conditions of Disclosure. - No agency shall disclose any

    record which is contained in a system of records by any means of

    communication to any person, or to another agency, except pursuant

    to a written request by, or with the prior written consent of, the

    individual to whom the record pertains, unless disclosure of the

    record would be -

        (1) to those officers and employees of the agency which

      maintains the record who have a need for the record in the

      performance of their duties;

        (2) required under section 552 of this title;

        (3) for a routine use as defined in subsection (a)(7) of this

      section and described under subsection (e)(4)(D) of this section;

        (4) to the Bureau of the Census for purposes of planning or

      carrying out a census or survey or related activity pursuant to

      the provisions of title 13;

        (5) to a recipient who has provided the agency with advance

      adequate written assurance that the record will be used solely as

      a statistical research or reporting record, and the record is to

      be transferred in a form that is not individually identifiable;

        (6) to the National Archives and Records Administration as a

      record which has sufficient historical or other value to warrant

      its continued preservation by the United States Government, or

      for evaluation by the Archivist of the United States or the

      designee of the Archivist to determine whether the record has

      such value;

        (7) to another agency or to an instrumentality of any

      governmental jurisdiction within or under the control of the

      United States for a civil or criminal law enforcement activity if

      the activity is authorized by law, and if the head of the agency

      or instrumentality has made a written request to the agency which

      maintains the record specifying the particular portion desired

      and the law enforcement activity for which the record is sought;

        (8) to a person pursuant to a showing of compelling

      circumstances affecting the health or safety of an individual if

      upon such disclosure notification is transmitted to the last

      known address of such individual;

        (9) to either House of Congress, or, to the extent of matter

      within its jurisdiction, any committee or subcommittee thereof,

      any joint committee of Congress or subcommittee of any such joint

      committee;

        (10) to the Comptroller General, or any of his authorized

      representatives, in the course of the performance of the duties

      of the General Accounting Office;

        (11) pursuant to the order of a court of competent

      jurisdiction; or

        (12) to a consumer reporting agency in accordance with section

      3711(e) of title 31.

This means that is it illegal for any organization to release information that it has acquired about you


(a) without your express consent, 


(b) unless it is required directly for their job and will not be disclosed publically.


(c) requested offically by a court of the jurisdiction.

Define the U.S. Federal Comprehensive Crime Control Act of 1984

Define U.S. Medical Computer Crime Act of 1984

Defined the U.S. Computer Fraud and Abuse Act of 1986 (amended 1996)

From [SUMM97], page 38,

The original act was very narrow in defining what was a computer crime.  The act covered only

(1) classified defense or foreign relations information;

(2) records of financial institutions or credit reporting agencies;

(3) government computers.

Unauthorized access or access in excess of authorization became a felony on classified information and a misdemeanor for financial information.  It also became a misdemeanor to access a government computer with or without authorization should the government’s use of the computer be affected.  

The amendments in 1986 clarified the law and added three new crimes:

(1) Where use of a “federal interest computer” furthers an intended fraud;

(2) Altering, damaging or destroying information in a federal interest computer preventing the use of the computer or information when this causes a loss of $1000 or more or could impair medical treatment.  (There was a further amendment to this.)

(3) Trafficking in computer passwords if it affects interstate or foreign commerce or permits unauthorized access to government computers.

Define the National Infrastructure Protection Act of 1996 and it's relationship to the Computer Fraud and Abuse Act of 1986

Identify Acts consider felonies under 18 U.S.C. 1030

From [ISC991], Section 2 page 10, there are 3 felonies and 4 misdemeanors identified in the code.  These felonies are:

· Unauthorized access to a computer that stores classified information;

· Unauthorized access to computer;

· Obtaining classified information;

· Injure U. S. or give advantage to a foreign nation.

· Use of the computer to defraud others;

· Unauthorized access to a “federal interest computer”;

· Intent to defraud;

· Obtain something of value;

· Extortion.

· Use of the computer in interstate commerce or communications intending that the transmission will damage the computer system or prevent its use.

· Damage to computer system;

· Withhold or deny use;

· Cause loss > $1,000;

· Unauthorized modification of medical information.

Identify Mitigating Circumstances to the Above Felonies which limit them to Being Misdemeanors

I am not confident that the following information from [ISC991] Section 2, page 10 is correct:

It appears that if any of the following are proven, then the felonies identified above are reduced to a misdemeanor:

· Lack of intent to cause damage or deny service;

· Unauthorized access to a computer obtaining financial information;

· Unauthorized access to a federal interest computer;

· Trafficking is passwords on a federal interest computer.

Define the Term "Federal Interest Computer"

A federal interest computer is defined by [ICOV95] on Page 81 as:

1. A computer that is exclusively for the of a financial institution or the U.S. government, or, if it is not exclusive, one used for a financial institution or the U.S. government where the offense adversely affects the use of the financial institution’s or the government’s operation of the computer, or

2. A computer that is one of two or more computers used to committ the offenses, not al of which are located in the same state.

This is defined in Title 18 USC, Chapter 47, Section 1030, which was enacted as part of the Computer Fraud and Abuse Act of 1986.

Describe the Electronic Communications Privacy Act of 1986

(see http://www.law.vill.edu/vcilp/fed_leg/ecpa.htm#s2510 )

"On the basis of its own investigations and of published studies, the Congress makes the following findings:

"(a) Wire communications are normally conducted through the use of facilities which form part of an interstate network. The same facilities are used for interstate and intrastate communications. There has been extensive wiretapping carried on without legal sanctions, and without the consent of any of the parties to the conversation. Electronic, mechanical, and other intercepting devices are being used to overhear oral conversations made in private, without the consent of any of the parties to such communications. The contents of these communications and evidence derived therefrom are being used by public and private parties as evidence in court and administrative proceedings and by persons whose activities affect interstate commerce. The possession, manufacture, distribution, advertising, and use of these devices are facilitated by interstate commerce.

"(b) In order to protect effectively the privacy of wire and oral communications, to protect the integrity of court and administrative proceedings, and to prevent the obstruction of interstate commerce, it is necessary for Congress to define on a uniform basis the circumstances and conditions under which the interception of wire and oral communications may be authorized, to prohibit any unauthorized interception of such communications, and the use of the contents thereof in evidence in courts and administrative proceedings.

"(c) Organized criminals make extensive use of wire and oral communications in their criminal activities. The interception of such communications to obtain evidence of the commission of crimes or to prevent their commission is an indispensable aid to law enforcement and the administration of justice.

"(d) To safeguard the privacy of innocent persons, the interception of wire or oral communications where none of the parties to the communication has consented to the interception should be allowed only when authorized by a court of competent jurisdiction and should remain under the control and supervision of the authorizing court. Interception of wire and oral communications should further be limited to certain major types of offenses and specific categories of crime with assurances that the interception is justified and that the information obtained thereby will not be misused."

Essentially, this means that unless you have the permission of either party involved in a communication in any form, or you are a law enforcement office with the expressed permission from an authorized court (this means a court order to search warrant), you are not permitted to intercept any communication regardless of how it was transmitted.

Define and describe the Computer Security Act of 1987

From [SUMM97], page 39,

“The act states that the security and privacy of federal computer systems are in the public interest.  It gives to NIST the computer security mission, including the development of standards. The Act requires that each U.S. Federal agency to provide its employees with training in computer security awareness and practice and to set up a security plan for each of its systems.”

Distinguish between NIST and NSA/DOD Controls

From [ISC991] Section 2, Page 11,

NIST controls consist of 

· Information categorization of SUI or SBU;

· SUI – Sensitive unclassified information

· SBU – Sensitive But Unclassified

· NSA and DOD controls are primarily in the areas of information categorization, (e.g. classified) and cryptography.

Identify the one state that has not enacted Computer Crime Laws.

(See [ISC991] Section 2 Page 13)

This is Vermont U.S.A.

Identify and Define International Computer Crime Related Laws such as the Canadian Criminal Code Section 342.1 Sections 430(1.1) Section 326, the Copyright Act: Section 42 and Bill C-17, 1997

Identify and Define the European Union Computer Crime Related Laws such as Appendix to Recommendations No. R (95) 13

Distinguish between Common Legal Definition Differences between Countries

Define Liabilities of corporate Officers for Violations of Law, Violations of Due Care, and Violations of Privacy.

Define and describe the Foreign Corrupt Practices Act of 1977.

This is a United Staes Act that ammends the Federal Securities and Exchange Act of 1934.  

Define Characteristics of Due Care.

From [PELT98], page 10,

The officers and directors of the company are expected to act carefully in fulfilling their tasks of monitoring and directing the activities of corporate management.  A director shall discharge his or her duties:

· In good faith

· With the care an ordinarilly prudent person in a like position would exercise under similar circumstances;

· In a manner he or she reasonably believes is in the best interest of the enterprise.

Define and describe the elements of Negligence in Performing Due Care

Identify Patterns and Statistics of Computer Crime from Various Reputable Sources such as the CSI/FBI Computer Crime Survey

From [ISC991], Section 2 page 4,

The statistics reported in the various surveys are incomplete, in that only a small percentage of people return them.  As a result, it is difficult to extrapolate them into the entire picture.  However, the trends include:

· Decreasing sophistication of the hack;

· Increasing sophistication of the tools;

· More industrial espionage activity;

· Increasing number of external penetrations (the balance of 80% internal, 20% external is now moving toward 50-50).

Identify and Define Impacts of computer Crime

(See ISC991] Section 2 page 26)

One of the impacts has been a shift from physical to the less tangible electronic environment.  This means that the computer criminals and the method of investigation used to catch them are no longer subject to the traditional rules and constraints.  For example, the ability to steal something was bound by the physical object and the limitations of the thief, including physical access and the amount they could carry away.

Secondly, law enforcement has a problem with obtaining search warrant.  A search warrant must be obtained by a law enforcement officer, only have they have demonstrated sufficient cause to search the suspect’s office or home.

Define the Hearsay rule.

(See [KARU99] page 541 )

A legal factor with compute generated evidence is that it is considered hearsay.  Hearsay evidence is that which is not gathered from the personal knowledge of the witness, but through another sources.  The value of the evidence is dependent upon the veracity (that is, quality) and competence of the source.

All business records are considered hearsay, because there is no way to prove that they in themselves are accurate, reliable and trustworthy in general.

However, should the business documents be used regularly in business activity and presented by an individual who is component in their formation and use, it may be possible to submit business documents are records.  To do so, the corresponding witness must 

a) have custody of the records in question on a regular basis;

b) rely on those records in the regular course of business;

c) Know that they were prepared in the regular conduct of business.

A memory or disk dump can be admitted as evidence as it acts merely as a statement of fact.  A System or hex dump is not considered hearsay because it is used to identify the state of the systems, not the truth of the contents.

Define Witness Requirements

(See [ISC991], Section 2 page 29)

As defined in [ISC991], the witness requirements are:

a) have custody of the records in question on a regular basis;

b) rely on those records in the regular course of business;

c) Know that they were prepared in the regular conduct of business.

Define the Evidence Life cycle.

(See KARU99] page 543)

The evidence life cycle has five states:

· Collection and Identification

As the evidence is gathered, it must be properly identified and marked so it can later identified as the piece of evidence found at the scene.  The collection must be recorded in a logbook detailing the particular price of evidence, who found it, where it was found, when it was found.  The location must be specific to provide correlation later in court.

When marking evidence, the following guidelines should be followed:

· If it will not damage the evidence, mark the actual piece of evidence with your initials,. Date and case number if known.  Seal this in the appropriate container and again write your initial, date and case number on the container.

· If the actual evidence cannot be marked, seal the evidence in an appropriate container and mark it with your initials, date and case number.

· The container should be sealed with evidence tape and your marking should go over the tape to indicate any tampering with the evidence.

· Be careful not to damage the evidence while marking it.

When handling evidence, use static free gloves for computer components, in order to preserve any fingerprints and not damage the component.  Otherwise, regular gloves may be worn.  

· Analysis

This is self-explanatory – examination of the evidence itself.

· Storage, Prevention and Transportation

All evidence must be properly handled and prepared for storage.  This has several purposes:

· To protect the evidence from being damaged during transportation and storage prior to court

· To protect the evidence for its return to the owner.

Once the evidence is properly preserved, it should transported to a storage facility where it can be locked up and guarded until needed for a trial, or its return to its owner.

· Presented in Court

Each piece of evidence collected must be presented in court.  During the transportation of the evidence from storage to court, the same care as when it was first collected must be followed.

· Returned to Victim/Owner

Once the trial is over, the evidence must be returned to its owner.  However, the police typically destroy some “contraband” items.  Other materials, even though rightfully yours may be under the control of the court and may not be returned to you in all situations.

Incidentally,  [KARU99] page 539 defines evidence as

“any species of proof or probative matter legally presented at the trial of an issue, by the act of the parties and through the medium of witnesses, records, documents, objects, etyc., for the purpose of inducing belief in the minds of the court and jurors as to their contention.  In short, evidence is anything offered in court to prove the truth of falsity of a fact at issue.”

Define steps in Conducting Computer Crime Definitions (Investigations?)

From [ISC991], Section 2 page 28

The steps in a computer crime investigation are:

· A report is filed indicating that an event has occurred

· A CERT team (if available) reviews

· Investigate the report to determine if a crime has occurred

· Determine if Disclosure of the incident is required (page 547 of [KRAU99] )

· Inform senior management

· Determine crime status

· When started, what occurred, source and operation

· Identify company elements involved

· Review security/audit policies and procedures

· Determine the need for law enforcement

· Protect chain of custody of evidence

Identify when and How to contact Law Enforcement of suspected Computer Crimes

From [ICOV95], page 176:

Before calling in law enforcement, get approval from upper management.  Some organizations do not want law enforcement involved in all computer crimes investigations.  There are various reasons, including publicity, potential liability, and time involved.  A major consideration may be the amount of time it might take to obtain search warrants and/or trap and traces orders.  Check with your relevant federal, state or local authorities for an estimate.

Define Characteristics of "Admissible" Evidence

(See [KRAU99] page 543.)

The concept of admissibility is based upon the following:

· Relevancy of evidence – meaning that the evidence must prove or disprove a material fact.

· Reliability of evidence – the evidence and the process to produce the evidence must be proven to be reliable.

[ISC991], Section 2 page 33 also defines admissibility based upon the following:

· Relevance

This means that the evidence proves or disproves that a crime occurred.  It documents the time frame of the crime, identifies how it was committed, links in suspects through acts or methods, and demonstrates motives for the crime.

· Foundation of admissibility

Witnesses that evidence is trustworthy through the identification of the custodian of the information, and the familiarity of the custodian with the information and with EDP procedures in general.  It must also document how the evidence is collected, and illustrates how errors are prevented and corrected if they occur.  If necessary, the custodian must be able to explain why media is erased, how the information is regularly used in the operation of the business, and how unnecessary operations are eliminated.

· Legally Permissible

The evidence must have been collected using legal means.  For example, information/evidence that is collected using unconstitutional means, unlawful search and seizure, secret recordings (except where authorized by a court), questionable privacy violations or forced confessions/statements will be inadvisable in court.

· Evidence Identification

When marking evidence, the following guidelines should be followed:

· If it will not damage the evidence, mark the actual piece of evidence with your initials,. Date and case number if known.  Seal this in the appropriate container and again write your initial, date and case number on the container.

· If the actual evidence cannot be marked, seal the evidence in an appropriate container and mark it with your initials, date and case number.

· The container should be sealed with evidence tape and your marking should go over the tape to indicate any tampering with the evidence.  Be careful not to damage the evidence while marking it.

· Preservation of Evidence

All evidence must be properly handled and prepared for storage.  This has several purposes:

· To protect the evidence from being damaged during transportation and storage prior to court

· To protect the evidence for its return to the owner.

Once the evidence is properly preserved, it should transported to a storage facility where it can be locked up and guarded until needed for a trial, or its return to its owner.

Describe Methods of Ensuring Evidence Identification and Preservation

See the previous topic.

Define Two Types of Surveillance

(See [ISC991], Section 2 page 37 and [KRAU99] Page 557.)

Surveillance generally falls into two categories: physical and computer.  Physical surveillance is done at the time of the abuse through either Closed Circuit Television (CCTV), or after the fact through undercover operations.  (Undercover operations would only be undertaken by law enforcement agencies.)

Computer surveillance is accomplished passively through the use of audit logs, or actively using electronic monitoring tools including keyboard sniffing, line monitoring.  To do this, you must have either a warrant or a statement in your security policy that informs users that they are being monitored, or that the corporation has the right to monitor.

Define and describe the Warrant Process in the U.S.

Obtaining a search warrant is required before an investigator can visit and search for information at a suspect’s home or office.    Before a warrant can be issued to a law enforcement officer, they must demonstrate probable cause, who is to be searched, where, and why.

Compare and Contrast Entrapment and Enticement

See [ISC991] Section 2, page 36

Enticement is the process of luring an intruder to look at selected files.  If the user downloads them, this could be used as evidence against them.    Law enforcement officers usually conduct entrapment, where they induce a person to commit a crime that they were not previously contemplating.

Define and Describe Search and Seizure Rules and Procedures

Search and Seizure of computer evidence is often done quickly due to the nature of the evidence.  The fact that it is online means that it can be easily erased without any trace of its existence.  Computer evidence can be obtained through a seizure by several means:

· Voluntary or consent

· Subpoena

· Search warrant

A court issues the subpoena to an individual with the instructions to bring the evidence to court.  A search warrant is issued to a law enforcement officer allowing them to take the equipment.

By seizing the equipment, it is possible to preserve the evidence, and once seized, the evidence must following the custody chain of evidence.  This includes proper labeling and preservation of the evidence, and a log entry to show where it was taken from, who took, and who has had contact with it since it was seized.

Distinguish between Ethical and Unethical Computer Practices

There is s fine line between ethical and unethical activities.  What may be unethical does not even have to be illegal, depending upon the company and line of business you are in.  However, it is generally agreed upon that any user who intentionally uses a computer to remove or disrupt services to other users, impact privacy, or conducts internet-wide experiments is generally being unethical. 

Define Relevant Professional codes of Ethics

There are some good ethical practices and codes in the professional community.  These include the:

Computer Ethics Institute (See http://www.cpsr.org/program/ethics/cei.html 

Association for Computing Machinery (See http://www.acm.org/constitution/code.html )

Canadian Information Processing Society ( See http://cipsnet2.cips.ca/membership/ethics.htm )

Information Systems Security Association (See http://www.issa-intl.org  )

The National Computer Ethics and Responsibilities Campaign (NCERC)

International Computer Security Association (See http://www.icsa.net  )

ISSA Code of Ethics

The primary goal of the Information Systems Security Association, Inc. (ISSA) is to promote management practices that will ensure the confidentiality, integrity, and availability of organizational information resources. To achieve this goal, members of the association must reflect the highest standards of ethical conduct and technical competence. Therefore, ISSA has established the following Code of Ethics and requires its observance as a prerequisite and continuation of membership and affiliation with the association.

As an applicant for membership and as a member of ISSA, I have in the past and will in the future: 

· Perform all professional activities and duties in accordance with the law and the highest of ethical principles; 

· Promote good information security concepts and practices; 

· Maintain the confidentiality of all proprietary or otherwise sensitive information encountered in the course of professional activities; 

· Discharge professional responsibilities with diligence and honesty; 

· Refrain from any activities which might constitute a conflict of interest or otherwise damage the reputation of employers, the information security profession, or the association; and 

· Not intentionally injure or impugn the professional reputation or practice of colleagues, clients, or employers.

Identify Common Ethical Fallacies

(See [KRAU99] Pages 581-586 )

The Computer Game Fallacy

The basis of this fallacy is that computers operate in a mostly black and white environment (strict interpretation of commands, games that don’t allow you to cheat, compilers that require strict formatting),.  This being said, many people also see that human interaction with the computer falls into the same realm, while in fact, it is a gray as it could be.  Hackers often say “if they didn’t want me to break in, then they should have made it impossible for me to do so.  These same hackers would not consider using this defense if they jumped a fence and walked into someone’s home, but see that the computer operation is sufficiently black and white to use this argument.

The Law Abiding Citizen Fallacy

Most people can tell the difference between what they can do and what they should do.  However, it can often be confusing to decide what the allowed behaviours are, and the minimums for those behaviours.  Virus writers stretch the limit with the U.S. First Amendment, which is related to free speech.  Most people would agree that regardless of your right to free speech, you should bear in mind the impact of what you have to say on other people.  

The Shatterproof Fallacy

This fallacy is the pervasive feeling that the computer is unbreakable, and that we can’t hurt anyone or anything on it through making a mistake.  It stems from the computer generation’s frequent inability to consider the ramifications of the things we do with computers before we do them.

The Candy from a Baby Fallacy

Just because it is easy to do something, doesn’t make it right.  For example, just because it is easy to copy software or information with a computer doesn’t mean that you should do it.    By law and by any semblance of intellectual property held in both Western Societies and most of the rest of the world, copying a program for use without paying for it is theft.  It is no different from shoplifting or being a stowaway on an airliner.

The Hacker’s Fallacy

This is based upon the widely held hacker ethos is that so long as they do it for learning and not to otherwise gain or make a profit, it is okay to do it.

The Free Information Fallacy

This is based upon a common notion that if information had a mind of its own, it would want to be free. This fallacy misses the point that the wide distribution of information is at the whim of people who copy and disseminate data and people who allow it to happen.

Define the activities of the Internet Activities Board

(See http://www.iab.org/iab for more information)

Note – the IAB is now known as the Internet Architecture Board.

The IAB was originally called the Internet Activities Board, and it was set up in 1983, chaired by Dave Clark, back in the days when the Internet was still largely a research activity of the US Government. The early history of the IAB is hard to trace in detail from the public record, for a reason expressed clearly in the minutes of its meeting in January 1990: "The IAB decided that IAB meeting minutes will be published to the Internet community." The earlier minutes are not on the public record. A good snapshot of the IAB in 1990, and a short history, are given in RFC 1160, written by Vint Cerf who was the second IAB Chair. He was followed in this post by Lyman Chapin and Christian Huitema. In any case, the 1980s are pre-history as far as the Internet is concerned, and this article concentrates on the present. 

Today, the IAB consists of thirteen voting members. Of these, six are nominated each year by a nominating committee drawn from the Internet Engineering Task Force (IETF), for a two year term. This membership has to be approved by the Board of Trustees of the Internet Society. Indeed, one of the main motivations for the foundation of the Internet Society was to provide a legal umbrella for the IAB and for the IETF's standardisation actions. The thirteenth voting member of the IAB is the IETF Chair. 

In addition, IAB meetings are attended by a representative of the Internet Assigned Numbers Authority (IANA) and of the RFC Editor, by a liaison with the Internet Engineering Steering Group (IESG), and by the Chair of the Internet Research Task Force (IRTF). Finally, the IAB has a volunteer Executive Director. The IAB elects its own Chair from among its twelve IETF-nominated members. 

To give some examples, some issues that have been discussed in recent IAB meetings (those between the July and December 1995 IETF meetings inclusive) were: 

· The future of Internet addressing 

· Architectural principles of the Internet 

· Future goals and directions for the IETF 

· Management of Top Level Domains in the Domain Name System 

· Registration of MIME types 

· International character sets 

· Charging for addresses 

· Tools needed for renumbering 

Compare and Contrast Competitive Intelligence vs. Industrial Espionage

In [IVOC95], page 63, espionage is discusses as the espionage of the 1990’s.   Espionage is defined in the Webster’s dictionary as:  The practice or employment of spies; the practice of watching the words and conduct of others, to make discoveries, as spies or secret emissaries; secret watching. 

“This category of computer crime includes international spies and their contractors who steal secrets from defense, academic, and laboratory research facility computer systems.  It includes criminals who steal information and intelligence from law enforcement computers, and industrial espionage agents who operate for competitive companies or for foreign governments who are willing to pay for the information.”

In [ICOV95], page 148, the author’s state that what has generally been known as industrial espionage, is now being called competitive intelligence.  As we know, a lot of information can be gained through “open-source” collection and analysis without ever having to break into a competitor’s computer.  This information gathering is also competitive intelligence, although it is not as ethically questionable as other techniques.

