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CBK - Business Continuity Planning

Description

The Business Continuity Planning and Disaster Recovery Planning domain addresses the preparation of specific actions to preserve the business in the face of major disruptions to normal business operations. It deals with the natural and man made events and the consequences if not dealt with promptly and effectively.

Expected Knowledge

The professional should fully understand:

· Business continuity, planning (business impact analysis, resumption strategies. etc.)

· Disaster recovery planning (plan development, plan implementation, and system restoration

The CISSP can meet the expectations defined Access Control Topics and Methodologies as:

· Business Continuity Planning

· Project Scoping and Planning

· Business Organization Analysis

· Resource Requirements

· Business Impact Assessment

· Emergency Assessment

· Critical Business functions

· Recovery Strategy

· Business Unit Priorities

· Alternatives

· Cold/Warm/Hot(Mobile Sites

· Electronic Vaulting

· Processing Agreements

· Reciprocal/Mutual

· Recovery Plan Development

· Emergency Response

· Personnel Notification

· Backups and Off-site Storage

· Communications

· Utilities

· logistics and Supplies

· Fire and Water Protection

· Documentation

· implementation

· Tmining/Testing/Mainten2nce

· Disaster Recovery Planning

· . Recovery Plan Development

· Emergency Response

· Personnel Notification

· Backups and Off-site Storage

· Communications

· Utilities

· Logistics and Supplies

· Fire and Water Protection

· Documentation

· Implementation

· Recovery Techniques

· Training/Testing/Maintenance

· Restoration

· Cleaning

· Procurement

· Data Recovery

· Relocation to Primary Site

Examples of Knowledgeability

Compare and Contrast Business Continuity Planning (BCP) and Disaster Recovery

Planning (DRP)

Define What is Involved in Business Continuity Planning

Define Who is involved in Business Continuity Planning

Define and Describe Legal & Regulatory Reasons for Business Continuity Planning

Define What Disasters Must be Prepared For in BCP and DRIP

Define Information Security Goals and their relationship to BCP and DRP

Describe the Generic Recovery Planning Methodology

Define Disaster Recovery

Identify the Actions that must be Taken in Disaster Recovery Planning (DRP)

Identify the Objectives of Disaster Recovery Planning (DIRP)

Define What is Involved In Disaster Recovery Planning

Define Who Is Involved in Disaster Recovery Planning

Define and Describe the Role of Senior Management in Disaster Recovery Planning

Define Probable Complications Beyond the Actual Disaster

Define Methods of Dealing with Media and Others

Compare and Contrast Possible Organizational Placement of Planner

Define Disaster Recovery Planning Organization Guidelines

Describe Methodology for Identifying Critical Business Units

Describe Methodology for Identifying Critical Support Units

Identify the Steps to be Taken In Performance of a Criticality Survey

Identify Objectives, Major Activities, and End Products of a Vulnerability Assessment

Identify Factors that must be Considered when Analyzing and Summarizing Potential

Financial Impacts of Successful Disaster Attacks

Identify Areas which must be Considered when Writing Disaster Recovery Plan

Define Areas of End-User Disaster Contingency Planning

Compare and Contrast Strategies for Data Center Backup Planning

Identify the Advantages and Disadvantages of Mutual Aid Agreements

Compare and Contrast the Advantages and Disadvantages of Hot Sites and Cold Sites

Compare and Contrast the Advantages and Disadvantages of Using Service Bureaus

Identify Disaster Recovery Contingency Planing Events

Define and Describe Required Steps to Perform a Business Impact Analysis (BIA)

Define Roles of Maintenance in Disaster Recovery Planning

Identify Possible Preventive Measures in Disaster Recovery Planning

Identify Steps in Assessing Recovery Capability

Define Characteristics of a Test of Disaster Recovery Plan

References

[HUTT95] Hutt, Arthur, Seymour Bosworth, Douglas Hoyt. The Computer Security Handbook: Third Edition. John Wiley and sons, 1995.

[ISC991] (ISC)2 CISSP Week 1 Review Material

[KRAU99] Krause, Mikki, Harold Tipton, Editors. The Handbook of Information Security Management 1999. Auerbach, 1999.

 

 

Knowledge Areas

Important Definitions

Business Continuity Planning is defined as planning that facilitates the rapid recovery of business operations to reduce the overall impact of the disaster, while ensuring continuity of the critical business functions. 

Disaster Recovery Planning is defined as the procedures for emergency response, extended backup operations and post-disaster recovery when the computer installation suffers loss of computer resources and physical facilities.

Recovery Planning is defined as the advance planning and preparation which are necessary to minimize loss and ensure continuity of the critical business functions of an organization.

Disaster is defined as an interruption affecting user operation significantly.

Disaster Recovery Planning is defined as a process to identify the critical computing resources in an organization. What potential event could affect or interrupt those services, and planning to respond to those events should they occur.

A Disaster Recovery Plan is defined as a comprehensive statement of consistent actions to be taken before, during and after a disaster.

The First Recovery team is responsible for determining if/when the building can be occupied again, the status of assigned people, initiate alternate site if needed, and activate emergency recovery procedures.

The Second Recovery teams set up and activate the alternate-processing site, retrieve needed materials from backups, install needed equipment, and resume critical work.

The Third Recovery team performs salvage and repair operations at the primary site. It is their job to get the primary site back into normal operation.

The objectives of Recovery Procedure Development include

· Document a detailed recovery procedure

· Establish testing and training methods

· Establish a maintenance approach for the recovery plan

The major activities in Recovery Procedure Development include

· Develop service function plans, including data processing, telecommunications, etc.

· Develop business function plans

· Develop facility plans

· Test selected recovery procedures

· Define ongoing support processes

The End Products of Recovery Procedure Development are

· Business and service recovery plans

· Plan maintenance programs

· Employee awareness program

· Test methods description

· Restoration plan

The Structured Walk-Through Test occurs when the functional representatives meet to review the plan in detail. This involves a thorough look at each of the plan steps, and the procedures that are invoked at that point in the plan. This ensures that the actual planned activities are accurately described in the plan.

The Checklist test is a method of testing the plan by distributing copies to each of the functional areas. Each area reviews the plan and checks off the points that are listed. This process ensures that the plan addresses all concerns and activities.

The Simulation Test is where all operational and support functions meet to practice execution of the plan based on a scenario that is played out to test the reaction of all functions to various situations. Only those materials and information available in a real disaster are allowed to be used during the simulation, and the simulation continues up to the point of actual relocation to the alternate site and shipment of replacement equipment.

The Parallel Test is essentially an operational test. In this test, the critical systems are placed into operation at the alternative site to see if things run as expected. The results can be compared with the real operational output and differences noted. 

The Full Interruption Test is when full normal operations are completely shut down, and the processing is conducted at the alternate site using the materials that are available in the offsite storage location and personnel that are assigned to the recovery teams.

Compare and Contrast Business Continuity Planning (BCP) and Disaster Recovery Planning (DRP)

From [ISC991], section 5, page2, 

Business Continuity Planning is defined as planning that facilitates the rapid recovery of business operations to reduce the overall impact of the disaster, while ensuring continuity of the critical business functions. 

Disaster Recovery Planning is defined as the procedures for emergency response, extended backup operations and post-disaster recovery when the computer installation suffers loss of computer resources and physical facilities.

The major difference between them is that business continuity planning involves more that just the computer facility, while DRP is focused more at maintaining business operations when the computing facilities are lost.

Define what is involved in Business Continuity Planning

From [ISC991] Section 5, page 3,

Business depends upon a variety of technology including centralized and decentralized computing systems, special-purpose support systems and communications systems.

Page 7-4 of [HUTT95] defines the elements of Contingency Planning as:

· Contingency Planning Goals

· A statement of importance

· A statement of priorities

· A statement of organizational responsibility

· A statement of urgency and timing

· Vital Records Program

Ensuring the identification and protection of the organization’s vital records.

· Emergency Response Procedures

This represents the set or prepared actions that are meant to cope initially with disruption.

· Emergency Response Guidelines 

These are step by step actions to be taken by specific personnel when there is an emergency. (See [HUTT95] page 7-9.)

[[KRAU99] on page 274 present it as follows:

· Awareness and Discovery

· Risk Assessment

· Mitigation

· Preparation

· Testing

· Response and Recovery

Define who is involved in Business Continuity Planning

In order for BCP to be effective, [ISC991] recommends that the following people must be involved:

· Executive Management

Executive management must provide consistent support throughout the planning process and must put the final approval on the business continuity plan.

· Senior Functional Management 

It is the responsibility of these groups to identify and prioritize the mission-critical systems within the organization.

· Central BCP Program Committee

This committee is composed of coordinators representing all functional units within the organization that are involved in planning, implementing and monitoring BCP activities. This team should include an Information Security Task Force that is a group of people who have a major interest in Information Security for the organization. It should also include the corporate auditors due to the legal and regulator issues associated with BCP.

Define and Describe Legal & Regulatory Reasons for Business Continuity Planning

There are several pieces of US legislation and regulatory agencies that require organizations to take appropriate care in safeguarding their information. These include:

· Federal Financial Institution Examination Council

· Foreign Corrupt Practices Act of 1977

· Auditing Standards including SAS 30 and FCPA Compliance

· Defense Security Service

· Standards of Due Care

· Legal Precedence

Define What Disasters must be prepared For in BCP and DRIP

All of the following disasters should be planned for, as well as anything that is specific to the organization itself or the locations where the organization is situated. These are found in [ISC991] Section 5, pages 5-6.

· Bombings

· Explosions

· Earthquakes

· Fires

· Floods

· Power Outages

· Storms

· Hardware/Software Failures

· Testing Outages

· Hazard Material Spills

Define Information Security Goals and their relationship to BCP and DRP

The Information Security goals are

· Confidentiality/Sensitivity

· Integrity/Accuracy

· Availability/Recovery

The intent is to continue to prevent accidental or intentional 

· Disclosure

· Modification

· Destruction

· Denial

Throughout the planning and recovery process, the intent is to minimize the disaster impact as much as possible on these goals. 

Describe the Generic Recovery Planning Methodology

From [ISC991] Section 5, page 12, here is the diagram. 

[image: image1]
The project initiation phase involves the following steps:

· Obtaining management support

· Staffing, including technical and telecommunications specialists

· Establishing the project scope, funding, management structure and a charter

· BCP policy development and approval and,

· BCP disaster scenario assumptions

The business impact analysis generally uses material (i.e. a survey) that consists of customized materials for the organization. The purpose is to gather qualitative and quantitative impact information that is used to conduct an analysis of the impacts and document the findings. Recommendations are then prepared for management to approve.

Developing the recovery strategy includes compiling the resource requirements and identifying the alternatives that are available during recovery. With that information available, a strategy is then developed and documented for the recovery efforts, and submitted for approval.

With the strategy complete, the recovery plan must be documented according to the organization’s documentation format. 

The recovery plan must be implemented, tested and maintained over time to be able to handle the organization’s changing requirements. With the completion of the implementation procedures, maintenance and testing strategy, the plans are submitted for management approval.

Define Disaster Recovery

From [ISC99] section 5, page 12,

Disaster is defined as an interruption affecting user operation significantly.

Disaster Recovery Planning is defined as a process to identify the critical computing resources in an organization. What potential event could affect or interrupt those services, and planning to respond to those events should they occur.

Identify the Actions that must be taken in Disaster Recovery Planning (ORP)

Disaster Recovery planning according to [ISC991] section5 page 13, involves 

· The recovery of the data center (disaster recovery planning);

· Recovery of the business operations that depend upon the mainframe (user contingency planning)

· Recovery of the business location (business resumption planning)

· Recovery of the business processes (business resumption planning))

Preparing a full-scale disaster recovery plan can take as long as three years. However, you will not see any direct payback from the money invested. If you do not use it, it is like throwing money down the toilet. If you need it, it is priceless.

Identify the Objectives of Disaster Recovery Planning (DIRP)

The objectives of Disaster Recovery Planning as outlined in [ISC991] Section 5 page 13 are

· To protect the organization if all or part off the computer services become unavailable;

· To provide a sense of security;

· To minimize the risk of delays to the business;

· To guarantee the reliability of standby systems;

· To provide a standard for testing the plan; and,

· To minimize the decision making during a disaster.

Define what is involved In Disaster Recovery Planning

From http://www.netoffice.u-net.com/bcp.htm 

There are six steps:

· Planning and Scoping

· Business Impact Analysis

· Gather Requirements

· Identify Solutions

· Document your Plans

· Define your Testing and Maintenance Procedures

Define Who Is Involved in Disaster Recovery Planning

The disaster recovery planning team should include representatives (or teams depending upon the size of your organization) from

· Data processing departments

· The user community

· Information Security

· Data Communications (LAN and WAN Engineering groups)

· Voice Communications.

Define and describe the Role of Senior Management in Disaster Recovery Planning

As in [ISC991] Section 5 page 15, Senior management have an important role in the Disaster Recovery Planning process. It is expected that senior management will demonstrate commitment and support to the program. This is the most critical element of their involvement. Senior management demonstrates this through

· A policy statement

· Management letter to the employees

· Allocating a budget with financial and resource allocations

· Being involved in the planning.

Typically, a business case is required to obtain their support. The business case should include

· Regulatory requirements

· Illustrations of the organizational vulnerability to interruption

· The current status of the recovery plan

· Recommended actions, including draft policy statements.

If senior management will not buy into the program, then it is unlikely that you will be able to gain any acceptance at the grass roots level. The implementation of a disaster recovery plan is not something that is done from a bottom up approach. It absolutely requires top down acceptance and motivation.

Consequently, senior management are expected to "sell" the program to the user community, and work to build and maintain user awareness for the disaster recovery program. They are expected to assist in ensuring that ongoing resources are allocated to maintain and test the plan.

Define Probable Complications beyond the Actual Disaster

[ISC991] section5 page 16 identifies the following complications beyond the disaster

· Media

· Police

· Responsibility to Families

· Fraud Opportunities

· Looting and Vandalism

· Safety and Legal Problems

· Expenses exceeding emergency manager authority

Define Methods of Dealing with Media and others

Dealing with media can be a challenge. They will be present on your site as so as it is known that there has been a disaster of some kind, looking for the "Scoop". The disaster recovery plan must include how the media is to handled during the disaster, in order to keep things under control. While the CEO is generally the spokesperson of the company, it is not advisable for the CEO to talk to the press during a disaster. 

Rather, [ISC991] recommends the following action plan:

· Establish a unified organization response

Establish a central focal point fr the media to convey to them credible, informed responses by a trained spokesperson. Furthermore, give employees the ability to tell the press who to talk to. This alleviates the problem of getting misleading information from various sources.

· Make sure that the spokesperson is accessible to the media.

This means they will not go looking to other people for responses and information.

· Report your own bad news.

While no company wants to publicize bad news, it is far better to report it to the press and public than to have someone come after the fact demanding an explanation. The appearance will be that the organization was trying to cover up the event, and this leads to mistrust from the public.

· Tell the story, quickly, easily and honestly.

This avoids the likelihood of suspicions and rumors running rampant during the disaster. This would give you an additional major problem to address in the middle of the first one.

· Determine in advance of that the appropriate approval and clearance processes are for the information that is to be conveyed.

· Maintain a mailing list for larger audiences.

This allows for quick information transfer to customers, suppliers and shareholders regarding the disaster and how it is being handled. This should include the preparation of background releases on the company to prevent them from having to be done during the disaster.

· Identify emergency press conference sites in advance. 

This allows you to hold the conference where you want, and not necessarily with the disaster looming in the background. It helps to demonstrate the appearance that you have the situation under control.

· Record events as the crisis evolves.

Use photographs, video, etc. as a method of recording what happened and how things were handled. This information will be useful during an civil or criminal trials, as well as a review of how the disaster plan really worked.

· Review and update the crisis communications plans and documents on a regular basis so that information and the plan is relevant to the time frame and situation.

· Consider follow-up communications to allow for fair and impartial reporting of the event.

Compare and Contrast Possible Organizational Placement of Planner

This can be tricky. The planner must be in a positional within the organization to balance the needs of the corporation with the individual business units that would be affected., The must be able to review the corporation charter and viewpoint. They must have the knowledge of the business, which enables them to understand how the disaster can affect the corporation. They must have easy access to executive management and have the credibility and ability to influence senior management when there is a decision to be made.

See [ISC991] Section 5, page 17.

Define Disaster Recovery Planning Organization Guidelines

The development of the disaster plan must be prepared by the same people who are going to execute if the time comes. By doing so, it is possible for them to see where they have made an error, and hopefully they nt for all eventualities. Even if they did miss something, they may be able to extrapolate the correct course of action from the plan since they understand it on an intimate level.

The planning organization will include representatives from all of the critical business and support units.

The business unit planners develop plans to restore the critical product and service delivery capability as quickly as possible. They must obtain management approval of the milestone deliverables before moving to the next item. This ensures that management is fully aware of the plan development and the progression of the project. Finally, the business unit planners are in the position to be able to test the plan within their business units, or to test the plan and monitor the progress that their business unit makes through the implementation of the plan.

The support unit planners are responsible for the development of plans to support the critical business functions. Their development is dependant on the business unit planners to forward the requirements to the support teams. Otherwise, their responsibilities are similar to the business unit planners.

The planning organization must also include consolidated area representatives. They will be required based upon the size and/or complexity of the organization. Smaller organizations may not need people in these roles. The need is established by the span of control guidelines for the organization. For example, generally 8-10 people is the optimum number for a single level in a reporting chain to handle. If there are more, then a reporting level is established to properly handle issues and control of the project. These representatives have a similar charter to a corporate program manager but they operate at a division/group or department level.

See [ISC991] section 5, page 18

Describe Methodology for Identifying Critical Business Units

The critical business units are identified through an examination of the "loss criteria". These criteria re:

· Direct dollar loses

· Added operational expenses

· Poor business decisions

· Violation of contract agreements

· Violation of regulatory requirements

· Loss of competitive advantage

· Loss of public confidence

From [ISC991] Section 5, page 26

It is important to note that the essential business units are identified as those business functions that are necessary to support an acceptable level of business continuity. Some example business functions are:

· Accounting

· Payroll

· R&D

· Commercial lending

· Order Entry

· Customer Service

· Production Scheduling

Describe Methodology for Identifying Critical Support Units

From [ISC991] Section 5, page 22:

The critical support units are those that provide a critical service to the business units. They support the local emergency management team, and are involved in the planning process. The following groups are examples of critical support units:

· Data processing

· Transportation

· Communications (Both data and voice networks)

· Purchasing

· Local Emergency Authorities

· Facilities

· Insurance

· Public Relations

· Security (Physical and Information)

· Legal

Identify the Steps to be taken In Performance of a Criticality Survey

From [ISC991] Section 5, page 23:

The Criticality Survey is implement through a standard questionnaire to tool to gather input from the most knowledgeable people. The intent is to find out what services and systems are critical to keeping the organization in business. 

When developing the survey, it is essential that the purpose of the survey is clearly stated in order to avoid any misinterpretations. It is also important to get management approval of the survey before distributing it.

Identify Objectives, Major Activities, and End Products of a Vulnerability Assessment

From [ISC991] Section 5, page 24,

The objectives of a Vulnerability Assessment are:

· To identify the business requirements for continuity of the business;

· To establish the recovery priorities.

The major activities of the assessment are

· Conduct a dependency assessment

This involves determining what services are dependant upon other services being operational. For example, the data network may depend upon connectivity with outside network carriers.

· Develop an outage scenario

Establish what the scenario is for the outage, e.g. a building blows up, a major equipment failure, etc.

· Describe the operational and financial impact of the disruption

· Prepare and present analysis of the scenario and outcomes.

· Prepare and present recommendations for handling the scenario

The products of the assessment are:

· A loss impact analysis

· Recovery tie frames including the essential business functions and information systems applications

· Recommended recovery priorities and strategies

Identify Factors that must be Considered when Analyzing and Summarizing Potential Financial Impacts of Successful Disaster Attacks

From [ISC991] Section 5, page 27

Hen analyzing and summarizing potential financial impacts, it is important to obtain data from approved outage impact scenarios, with an emphasis on including varying duration of outages. This will improve the reporting as the longer the outage, the greater the cost. However, including different time lengths will also illustrate the projected rate of cost increase.

It is also required that the direct costs associated with the outage be included. Again, outages of varying duration must be included in order to accurately estimate

· Lost revenue

· Alternative procedure implementation expenses

· Delayed income interest costs

· Backlog elimination expenses

The analysis must report on the direct financial impact to all of the essential business functions. Each business function will incur specific costs for outages of varying duration, and their direct costs must be included.

The estimated indirect costs associated with lost productivity, error, and other non-quantifiable costs are important. Although you have experienced an outage, the organization still had to pay its employees while they were being non-productive.

Finally, the single event losses must be estimated. This is done on an annualized basis using the Annualized Loss Expectancy (ALE) calculation. ALE is calculated using the formula

Single loss expectancy * annualized rate of occurrence

Identify Areas which must be Considered when Writing Disaster Recovery Plan

From [ISC991] Section 5, page 30:

There are several areas to be included in the disaster recovery plan. These are:

· Equipment considerations

The considerations in this area surround 

· the main computer system (more important if you are in a mainframe or centralized computing environment), 

· the availability of microcomputers and networks, 

· data and voice communication issues and 

· any other critical equipment that has been identified in your vulnerability assessment.

· Facility Considerations

The facility area is concerneced particularly with the main building, remote, off-site and backup facilities.

· Inventory Considerations

· People

The availability of people to operation of the plan is essential. All of the essential people and methods of reaching them should be identified prior to the need to activate the plan. Particularly, personnel in the operations, technical areas, along with vendor and other support groups are to be considered.

· Hardware

It will be a requirement to ensure that there is adequate hardware to support operations during the disaster. This means access to mainframe, mini and microcomputers, disk storage (DASD), tape units, printers and communications equipment.

· Software

It will be necessary to ensure that you have access tot eh various software components including operating system loads, application software and subsystem drivers.

· Supplies and Equipment

It will be impossible to operate your regular business, much less during a disaster if appropriate measures are not taken to include for supplies such as paper, microcomputers and typewriters.

· Forms

If your organization requires the use of special forms in its normal business operations, arrangements to have them available during the disaster are important. Some forms may include certificates, checks and other special forms.

· Communications

The documentation of your communications will provide information on the circuits in use, phone configurations and location, modems and test equipment to support the communications network.

· Documentation

The organization must have documentation available to support it during the disaster. There may be the requirement for personnel who do not normally carry out certain functions to perform them during this time. The available document must include

· Operations run materials

· Application documentation

· Technical documentation

· Data

The availability of the data to work with is essential. Procedures to recover backup data if necessary from the off-site storage location is essential.

· Transportation

There may be the need to move personnel from one location to another very quickly during the disaster. Suitable transportation to move them must be accounted for. For example, how employees get access to a car, truck or aircraft while on disaster duty must be included in the plan.

· Supporting Equipment

Arrangement for adequate Air Conditioning, Power Conditioning (UPS), safety and security equipment and services is necessary. There is little point in assembling new computing facilities for the disaster if they fail due to the lack of air conditioning.

· Procedural Areas

· Procedures for the organization’s employees to follow during the disaster are important. This will ensure that they can fulfill their roles, particularly if they change as a result of the disaster. The following procedures should be developed and included in the written plan:

· Procedures for each department

· Team responsibilities

· Distribution of information/etc.

· High priority tasks

· Manual processing techniques

· Emergency accounting

· Functional area procedures

· Notification procedures

· Disaster policies

· Temporary operating procedures

· Risk assessment

· Emergency operations center

· Checklists

· Test & Maintenance

Define Areas of End-User Disaster Contingency Planning

From [ISC991] Section 5, page 32-33;

End-user recovery planning is important, as they still expect to be operational while the disaster recovery is underway. Data processing capability to critical to most users on a day to day basis. When a disaster occurs, it may impact a number of services where manual procedures are difficult to implement or maintain on an ongoing basis. Since many data processing failures can be significant, and the recovery can be complex. The resulting service disruption can threaten the organization’s survival. 

The end user must be involved in the disaster planning. The can be involved by recognizing the effect that a disaster can have on their ability to work. In the event of a situation serious enough to force the data processing center to move, user procedures should be able to address lost data or transactions, continuation of critical functions until the alternate site is ready, and any procedural changes to account for the alternate site operation.

It may also be a requirement that the user plans be able to change the ways information is input to the system if there is a loss of communications, or specialized equipment.

Compare and Contrast Strategies for Data Center Backup Planning

There are several major strategies for Data Center Backup Planning. These include

· Reciprocal or Mutual Aid Agreements

· Subscription Services

· Hot site

· Warm Site

· Cold Site

· Multiple Processing Centers

· Service Bureaus

· Other Alternatives

· Rolling Hot site

· Prefabricated Buildings.

See the following sections for a discussion of these topics.

2Identify the Advantages and Disadvantages of Mutual Aid Agreements

From [ISC991] Section 5 page 35:

Mutual aid or reciprocal agreement are arrangements between to companies to provide facilities to the other in the event of a disaster. They require that the two agencies have similar hardware and software computing environments. 

Advantages of this form of arrangement is

· That it is free or of a low cost to both organizations

· It is good if there is an unusual hardware or software configuration shared by both companies

· it makes testing the recovery possible.

However, there are a number of disadvantages, which often make the use of a reciprocal agreement tenuous at best. These are:

· Informal agreements are often not legally binding (while they may agree to help you today, when you need them, they may not help you.)

· It is unlikely that there will in fact be enough excess capacity to handle both organization’s processing requirements

· It must be tested frequently to ensure ongoing hardware and software compatibility.

· Configuration management in the two sites is difficult

· It is unlikely that a quick response will be available when required

· Short tem outages are all that can be handled

· Mixed operations (between the two organizations) create security problems

· There is little, or no technical, administrative and logistical support

Typically, reciprocal agreements are dismissed in practice because the few data processing installations have the extra capacity needed to run both their own and another organization’s jobs.

Compare and Contrast the Advantages and Disadvantages of Hot Sites and Cold Sites

From [ISC991] Section 5 page 36-37:

Hot, warm and cold sites are generally run through a subscription service. The hot site is defined as a fully configured site with complete hardware and software compatible with the client. This is generally available in hours, hence the term host site.

The warm site is similar to a hot site, although the expensive equipment that can be reliably and quickly obtained is not available on site. The site is ready in hours after the needed equipment arrives. 

A cold site is one that is air conditioned and wired, but there is no equipment on site. This is ready for use as soon as the customer’s equipment arrives.

The hot site is preferable because you can be operational n a very short period. It is highly available and the service bureau assures exclusive use of the facility. The site is available immediately when disaster strikes, and supports both short and long term outages. The contract for the hot site includes annual test time to ensure that everything is compatible and can be made operational as expected. Typically, a subscription service will have multiple sites available so you can go the site that is closest to the disaster location.

However, the hot site is the most expensive to maintain. If there is a regional disaster, and someone else uses the same subscription service, there is the possibly of contention for the hot site between one or more companies. If the organization has special or unusual hardware, there are limited choices available to provide support.

The cold site is designed to simply provide a room, air conditioning and power. There is no equipment provided, that is the organization’s responsibility. The cold site is assured of availability for along period of time. They are available I a variety of locations across the country, and the subscription service assures exclusivity of use. It is the least expensive of the three options and practical for situations where the hardware involved is less popular. 

The disadvantages associated with the cold site is that testing the plan is not possible since you do not really want to go through the expense of procuring a great of equipment for a short period test. 

Compare and Contrast the Advantages and Disadvantages of Using Service Bureaus

It is also possible to obtain hot site services through a service bureau. Remember that a service bureau gains it advantage by offering services for a larger customer base. By obtaining hot site services through the service bureau, there is a quick response time and availability of service. It is possible to test the configuration to make sure that it and your plan is effective. 

However, the few service bureaus offer this as a service. It costs as much as a hot site, and there is a configuration management problem. As they will continue to configure and modify their system to suit their ongoing business needs, the implementation of your plan may be a problem. 

Identify Disaster Recovery Contingency Planing Events

From [ISC991] Section 5, page 43:

The recovery contingency planning events are:

· Bomb threats

· Fire

· Earthquake

· Equipment failure

· Flood

· Utility failure

· Strike

· Employee evacuation

Define and describe Required Steps to Perform a Business Impact Analysis (BIA)

From [ISC991] Section 5, page 45:

· Develop Customized BIA Materials

There is a requirement as part of the BIA to develop customized materials for your organization. The process involves collecting both qualitative and quantitative impact information. 

· Gather qualitative and quantitative impact information

· Analyze and interpret impact information

· Document BIA results

· Prepare Recommendations and present for Approval

Define Roles of Maintenance in Disaster Recovery Planning

Identify Possible Preventive Measures in Disaster Recovery Planning

From [ISC991], Section 5, page 47,

There are several preventative measures available to the Disaster Recovery Planner. These relate to specific types of threats, including the following:

	Fire
	Detection, Suppression and Protection

	Water
	Leaks, equipment covers

	Electrical
	UPS, backup generators

	Environmental 
	Air Conditioning

	Backup Procedures
	Systems, applications, data, documentation


Other preventative measures include

· Good Housekeeping

· Emergency Response Procedures

· Insurance Coverage

Identify Steps in Assessing Recovery Capability

Recovery capability is assessed through the following:

· Is the plan in writing?

· When was the plan last updated and tested?

· Does it cover all business sites? (I would also ask "Is there a plan for each site" since it may not make sense, or be feasible, to either have a plan to cover all sites.)

· Does it cover all essential business functions?

· Does it include prevention planning?

· Who has responsibility for plan maintenance?

· Does it include end-user functions?

· Would I feel comfortable using this plan to recover my organization after a disaster?

Define Characteristics of a Test of Disaster Recovery Plan

From [ISC991], Section 5, pages 52-54,

There are a number of benefits to testing the plan on a regular basis. These benefits include 

· Proven feasibility of recovery process

· Ongoing verification of the backup facilities

· Verified adequacy of the team procedure

· Identification of deficiencies in the existing procedures

· Provides training for the team leaders, members and their backups

· Demonstration of the ability to actually recover

· Provides a mechanism for maintaining and updating the plan.

When the plan is being tested, 

· It is essential that the test does not disrupt work

· That the tests are conducted using the actual written test plans

· That a long term testing schedule be developed

· The test should start small and enlarge as things progress

· That the team learns from the test results and makes the appropriate changes

· That the test identify weaknesses that need to be corrected

· That weakness are corrected.

The Structured Walk-Through Test occurs when the functional representatives meet to review the plan in detail. This involves a thorough look at each of the plan steps, and the procedures that are invoked at that point in the plan. This ensures that the actual planned activities are accurately described in the plan.

The Checklist test is a method of testing the plan by distributing copies to each of the functional areas. Each area reviews the plan and checks off the points that are listed. This process ensures that the plan addresses all concerns and activities.

The Simulation Test is where all operational and support functions meet to practice execution of the plan based on a scenario that is played out to test the reaction of all functions to various situations. Only those materials and information available in a real disaster are allowed to be used during the simulation, and the simulation continues up to the point of actual relocation to the alternate site and shipment of replacement equipment.

The Parallel Test is essentially an operational test. In this test, the critical systems are placed into operation at the alternative site to see if things run as expected. The results can be compared with the real operational output and differences noted. 

The Full Interruption Test is when full normal operations are completely shut down, and the processing is conducted at the alternate site using the materials that are available in the offsite storage location and personnel that are assigned to the recovery teams.

