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HKEY_LOCAL_MACHINEWSof twareWMicrosof t#WindowsW¥Current VersioniRun
HKEY_LOCAL_MACHINEWSof twareWMicrosof t#WindowsWCurrent VersionWRunOnce
HKEY_LOCAL_MACHINEWSof twar eMicrosof t#Windows¥Current VersionifRunOnceEx
HKEY_LOCAL_MACHINEWSof twareWMicrosof t#Windows¥Current Versioni¥AeDebug
HKEY_LOCAL_MACHINEWSof twareWMicrosof tWWindowsWCurrent VersionWWinLogon
HKEY_LOCAL_MACHINEWSof twar eWMicrosof t#Windows¥Current Ver sionffRunServices
HKEY_LOCAL_MACHINEWSof twareWMicrosof t#Windows NTWCurrentVersion®Windows ("run=" line)
HKEY_CURRENT_USERWSof twareffMicrosof t#WindowsW¥Current Version#Run
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D:#test>reg query hkey_local_machinedsystemcurrentcontrolset¥seruvices |more
* REG.EXE UERSION 2.0

HKEY_LOCAL_MACHINE#WsystemWcurrentcontrolset#Wservices
HKEY_LOCAL_MACHINE#Wsystemcurrentcontrolset#WservicesAbiosdsk
HKEY_LOCAL_MACHINE#Wsystemcurrentcontrolset#Wservicesabpi480nS5
HKEY_LOCAL_MACHINE#Wsystemdcurrentcontrolset#seruvicesWACPI
HKEY_LOCAL_MACHINE#Wsystemcurrentcontrolset#WservicesWACPIEC

HKEY_LOCAL_MACHINE#Wsystemcurrentcontrolset#Wservicesadpulsom

HKEY_LOCAL_MACHINE#WsystemWcurrentcontrolset#WservicesWAFD

HKEY_LOCAL_MACHINE#WsystemWcurrentcontrolset#Wservicesagpi44io
HKEY_LOCAL_MACHINE#Wsystemcurrentcontrolset#WservicesdAhalSix

HKEY_LOCAL_MACHINE#Msystemcurrentcontrolset#Wservicesaicll16x
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{524CCE9T-A886-11D0-AB86-00CO4FC335TA) REG_SZ DHCP
{A841B6C2-757T-11DO-BB1F-00ABCI22ETIC) REG_SZ
{1AATF83A-CTF5-11DB-A376-00CO4FCIDABY ) REG_SZ Remote Access and Routin

9

D:itest>

HElshE T2 A0t o] TR M AT 2LV BI9X QF,
A =gle] ey A dliAl, dE WA Ve 235 Alojsk

<
Windows NT 4.0 2] Winlogon & ¥4
ATt



(2) F okt A28

Microsoft Windows NT 4.0

Microsoft Windows NT Enterprise Server 4.0
Microsoft Windows NT Server 4.0

Microsoft Windows NT Terminal Server 4.0

Microsoft Windows NT Workstation 4.0

A
SWe AEuEe gl A A29e Agsla
uhs} ol

SRR

AdAd HHE HAS7] 38l winfingerprintE ARE3ste] HA~ER &5, Ff U

qEe, F, e, AUz B 2 5 g

Winfingerprint GLII

—Computer To Scan —Enumeration Options
=to - All (Shares, Users, Groups,
IWWE}E A —I Services)
¥ Shares
—Qutput File a
¥ Groups
File: | , ,
[ Entire Metwaork Meighborhood
v Establish Null Sessions
—Winfingerprint, exe ol ety Cuendig
||nf|ngerDr|nt—224meﬂngerprmt,exe M Semvces
Browse | v Users

=101 x|

Scan

[Z1¥ 2-2] winfingerprintE o] &3k A2} A~ A3 23]



n ntemet e —lolx|
TRE BIE 2w I =D =T [ ]
5z -2 - D E & Qum GsHm =0 BD-SE-HSREP O E R
|2 SIoINS E1VTHN @1 FA @IS0t @200l &1&0/2 S1FANE  &Nate £]11Tfind &1 Maver
2 2:(D) [E] D wonworkwE 2 H 22102 (1 1 E yWRemote Registry Access WewWwinfingerprint—224 #Hframe  htm| ~]

Shares
Groups

-
-
e Users
-
-

Winfingerprint

Windows Information Gathering Tool
e technotronic. i print
Services b
Y WacUUm @technotronic. corm About Winfingerprint 2.24
Registry

SMB Query Results:
isa NT MEMBER SERVER.
Platform: Name: |Version: |Type: |Comment:
500 [5.0 200587 b
Domain: O7Z77 Lan Root: # Logged On Users: -242119980

Reqgistry Query Results:
Service Pack 3

Hotfix: |Description
Q147222
Q322842 Wlndows_2000 Hqtflx (Pre-SP4) [See Q322842
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Q322913 Windows_ZOOD Hqtfix (Pre-SP4) [See Q322913
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Q323172 Windows_2000 Hqtfix (Pre-SP4) [See q323172
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Q326830 Windows_ZOOD Hc!tfix (Pre-SP4) [See Q326830
for more information]
Q326886 Windows_ZOOD Ho_tfix (Pre-SP4) [See Q326886 -
for more information1
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|
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HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWDi skQuota 2171
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWDr ivers32 2171
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWFont Drivers 7]
HKLMFSOFTWAREFMICROSOFTHWINDOWS NTW#CURRENTVERSION#FontMapper 817]
HKLMFSOFTWAREWMICROSOFTRWINDOWS —~ NTWCURRENTVERSIONW#Image  File o171
Execution Options
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NTWCURRENTVERSION¥IniFileMapping
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HKLM¥SOFTWAREWMICROSOFTHWINDOWS NTWCURRENTVERSIONWSecEd1 t A7
HKLM¥SOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWTime Zones $171
HKLM¥SOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSION#Windows $171
HKLM¥SOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSION#Winlogon $171
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWAsrCommands 7]
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWClasses 7]
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWConsole 7]
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWEFS 7]
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWProfileList 7]
HKLMWSOFTWAREWMICROSOFTWWINDOWS NTWCURRENTVERSIONWSvchost A7
HKLM¥SOFTWAREWPo L icies 171
HKLM#System &7
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HKLMWSYSTEMWCURRENTCONTROLSETHCont rol#Session ManagerWExecutive | €17]
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HKEY_CURRENT_CONFIG
WHardwareProfil
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D:#testinat>nat
usage: nat [-o filename] [-u userlist] [-p passlist] <address>

D:#testnat>nat -o result.txt -u userlist.txt -p passlist.txt 172.16.5.103

[%]--- Reading usernames from userlist.txt
[*]--- Reading passwords from passlist.txt

[%]--- Checking host: 172.16.5.103
[13] 2-17]1 NATE o] &3 AHgA AF 2 gjx9= 9

- otgle] A3 HU(result.txt)E X username : administrator, password :

test1234=2 AZAo] HASS & F UL}
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[%]--- Attempting to connect with Username: "ADMINISTRATOR' Password: SYSTEM' j
[*]--- Attempting to connect with Username: "ADHINISTRATOR' Password: SERUER'
[]--- Attempting to connect with Username: "ADMINISTRATOR' Password: ~LOCAL'
[*]--- Attempting to connect with Username: "ADMINISTRATOR' Password: 'test123' —
[x]--- Attempting to connect with Username: | ADMINISTRATOR' Password: testi234’
[x]--- CONNECTED: Username: ADMINISTRATOR' Password: test1234’

[23 2-18] NATE ©] &3 AH&A AR 2 =9 = A9 A3

. admin 93-S 53 o= A1 PCO admino] thale] FA A admin|
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Dump Permissions for File Svstem, ,,

Dump Permissions for Registry,,

Durmp Permissions for Printers

Dump Pemissions for Shares

Dump Permissions far Shared Directory,
Dump Permissions for All Shared Directories

Dump Users as column, .,
Dump Users as table, ..
Dump Groups as column, .,
Dump Groups as table, ,,
Dump Users as table fast (names only) [ 4
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Account Dwern Diir File

all non-administrativ
WERES\IIREHZ I =DA\SS\ELEHZI (diskiree) unprotected (no dacl)
WERSS\IHREHZIN Eweryone all all
WERSS\IHREHZIN SYSTEM all
WESSA\IREHZIN ZES\Administrators o all
WESSVERIHF M bhakyh, Eweryone all all
WEESVEE EH R batby, I ESvadministrators o
WWEESNEIE SO 2P =DAZ SN HH I (disktree) unprotected (no dacl)
WhIEE SN SHH I Ewveryone all  all
WESSVEESHH I SYSTEM all
AER- RSt == el ZHE\Administrators o all
Frocessed O files in 2 directories 00001 4

(28 2-20] 699 Ege gdt y{nHd DUMP
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piion dirs and files Account vt i Fila

172165103 e WWIRNTY, Eweryone all all

WA 172 6.5 103y WWIRNMNTY, SYSTER all

A1 7216.5. 103 WWIRNTY, 17216.5.103Administrators o all

W72 6.5 103 WWIRNTY . dI Eweryone all

172165103 sy WWIRNT Y I SYSTER all

W72 6.5 103 WIRMNTY . dI 17216.5.103Administrators o all
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W4T FECTE.E 1038y NN T PIF SS TER all
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“| | |
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HEEY_LOCAL_MACHIMNE, SOFTWARE\Microsoft\\Windows NTY\Currentversion’, ProfileList
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B B
02 02
i i

HKEY LOCAL MACHINE\SOFI'WARE‘-,MlchSDﬂ\WmdDWS NT‘-,CurremVersmn\ProfHeUst SSTM all al
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HKEY_LOCAL_MACHINE\SOFTWARE \Microsoftt\Windows NT\CurrenfversionPrafileList  CREATOR OWNER all

HEEY_LOCAL_MACHINE, SOFTWARE \Microsoft\\Windows NTYCurrenfversiont ProfileListit SYSTEM all

HKEY_LOCAL_MACHINEY SOFTWARE\Microsoft\Windows NTCurrenfersion| PrafileList! ZHS\Administratars o all

HEEY_LOCAL_MACHINE, SOFTWARE\Microsoft\\Windows NT\Currenfversiont ProfileListit £ES\Users read(QEMR)

HKEY_LOCAL_MACHINEYSOFTWARE \Microsoft\Windows NT\Currentversion'ProfileListy! ZES\NetShowSerices  QSCENLD R f
»
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L Delete Key

., Delete Value

., Rename Kewy
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. Enumerate Kews
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= e
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